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Windows

1. Download VPN application program

Click here to download the VPN https://cuhko365.sharepoint.com/sites/swcenter

Or https://vpnsoft.cuhk.edu.cn/ (Intranet Access Only)

2. Install Cisco Secure Client

After the download is complete, double-click to open the installation package. Then click Next.

E
Bl Cisco Secure Client - AnyConnect VPN Setup X

Welcome to Cisco Secure
Client - AnyConnect VPN
Setup Wizard

The Setup Wizard will install Cisco Secure Client -
AnyConnect VPM on your computer. Chck Next fo
continue or Cancel to exit the Setip Wizard,

< Back Mext > Cancel
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Select "I accept the terms in the License Agreement".

':, Cisco Secure Client - AmyConnect VPN Setup e )
End-User License Agreement "
»
Please read the following license agreement carefuly :
e

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By clicking accept or using the Cisco Technology, you agree that such use is
governed by the Cisco End User License Agreement and the applicable
Froduct Specific Terms {collectively, the "EULAT). You also acknowledge and
agree that you have read the Cisco Privacy Statement.

M semas wlm o omk b am me bl ks b B el o sm mm e memed mem o (e mBE mkes mwiEemas wle

()1 gooept the terms in the License Agreement

0 1 do not accept the terms in the License Agreement

Advanced Installer

< Back Mext =

Click Next.

78 Cisco Secure Client - AnyConnect VPN Setup x

End-User License Agreement f

o »
Flease read the following license agreement carefuly

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By dlicking accept or using the Cisco Technology, you agree that such use is
governed by the Cisco End User License Agreement and the applicable
Produd Specific Terms (Colleclively, the "EUILAT). You also acknowledge and
agree that you have read the Cisco Privacy Statement.

L L T Y LI TR T P 1

© 1 zccept the terms in the Licenss Agreement

()1 do not accept the terms in the License Agreement

Advanced Installer

< Back Mext > Cancel

2 /35
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Click Install.

E Cisco Secure Client - AmyConnect VPN Setup

Ready to Install
The Setup Wizard is ready to begin the Typical nstallation

Click “Instal” to begin the installation, If you want to review or change any of your
installation settings, dlick "Back”™. Click "Cancel” to exit the wizard.

Finish.

%8 Cisco Secure Client - AnyConnect VPN Setup

Completing the Cisco
Secure Client - AnyConnect
VPN Setup Wizard

Click the Finish butbon to exit the Setup 'Wizard.

3/35
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3. Configure VPN application program

After installation, you will find a Cisco Secure Client icon from the Start Menu.

ent

< m School Apps Documents Web Settings Pec P CUHK-Shenzhen

Best match

Cisco Secure Client
App

Search school and web

C’ Cisco - See school and web results

L cisco anyconnect
cisco ccw
cisco packet tracer
cisco anyconnect vpn

cisco secure client

Find it and launch the Cisco Secure Client.

cisco Secure Client

Cisco Secure Client

App

Open
Run as administrator
Open file location

Pin to Start

Uninstall

< o School Apps Documents Web Settings Pex

Best match

Cisco Secure Client

App

Search school and web

CisSCO - See school and web results

cisco anyconnect

cisco cew

cisco packet tracer

cisco anyconnect vpn

cisco secure client

Cisco Secure Client
App

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Uninstall

H
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Enter server address: vpn.cuhk.edu.cn (Outside Mainland China: vpnhk.cuhk.edu.cn)

Click Connect to establish a secure VPN connection.

€9 Cisco Secure Client - X

/~\ AnyConnect VPH:

p Ready to connect.

vpn.cuhk.edu.cn

T O oluah

Input your CUHK(SZ) account and password. Click OK.

€ Cisco Secure Client | vpn.cuhk.edu.cn X

Please enter your username (not induding @cuhk.edu.cn or @link.cuhk.edu.cn)
and password

Group: CUHK(5Z) el
Username: | |
Password:
oK Cancel
5 /35
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Finish.

9 Cisco Secure Client — X

"\ iAnyConnect VPH:
p Connected to vpn.cuhk.edu.cn.
@ vpn.cuhk.edu.cn

00:00:34

& © .

6 /35
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Mac

1. Download VPN application program
Click here to download the VPN https://cuhko365.sharepoint.com/sites/swcenter

Or https://vpnsoft.cuhk.edu.cn/ (Intranet Access Only)

2. Install Cisco Secure Client

After the download is complete, double-click to open the installation package. Then double-click

Cisco Secure Client.

[6) Cisco Secure Client 5.0.02075

atfran]n,
CISCO

Cisco Secure Client

7/35
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Click Continue.

& Install Cisco Secure Client

Welcome to the Cisco Secure Client Installer

You will be guided through the steps necessary to install this

@ Introduction
software.

lllllllll
CISCO

Continue

Click Continue.

@] & Install Cisco Secure Client

Software License Agreement

Supplemental End User License Agreement
Introduction
IMPORTANT: READ CAREFULLY
® License .
By clicking accept or using the Cisco Technology, you agree that such use is governed by the
Cisco End User License Ag and the I uct Specific Terms ( ively, the
"EULA"). You also acknowledge and agree that you have read the Cisco Privacy Statement

If you do not have authority to bind your company and its affiliates, or if you do not agree with the
terms of the EULA, do not click 'accept’ and do not use the Cisco Technology. If you are a Cisco
channel partner accepting on behalf of an end customer ("customer”), you must inform the
customer that the EULA applies to customer's use of the Cisco Technology and provide the
customer with access to all relevant terms.

The latest version of documents can be found at the following locations.
« Cisco End User License Agreement: https.//www.cisco.com/c/en/us/about/legal/cloud-

«  Applicable Product Specific Terms: hitps://www.cisco.com/c/en/us/about/legal/cloud-and-
software/software-terms.html

*  Cisco Privacy Statement: htps://www.cisco.com/c/en/us/about/legal/privacy-full.html

NIl
CISCO

Print... Save... Go Back Continue

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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Click Agree.

@ Install Cisco Secure Client

Software License Agreement

Supplemental End User License Agreement

Introduction
IMPORTANT: READ CAREFULLY

® License - ) ) )
) By clicking accept or using the Cisco Technology, you agree that such use is governed by the
'y, the
. To continue installing the software you must agree to the terms of the
software license agreement.
Ins|
3 Click Agree to continue or click Disagree to cancel the installation and quit
| the Installer.
Read License Disagree Agree
NI
Print... Save... Go Back Continue
Do not install other Package.
) & Install Cisco Secure Client a

Custom Install on “Macintosh HD"

Package Name Action Size
Int ti

i Tl Install 61.6 MB
License AMP Enabler Install 1.4 MB
Destination Select Diagnostics and Reporting Tool Install 10.3 MB
® Installation Tvpe Secure Firewall Posture Install 59 MB
lon Typ ISE Posture Install 8.5 MB
Network Visibility Module Install 12.9 MB
Umbrella Install 20.2 MB

Space Required: 173.9 MB Remaining: 116.47 GB

atfren],
CISCO

Go Back Continue

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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Select AnyConnect VPN only and click Continue.

' o  Install Cisco Secure Client 8

Custom Install on “Macintosh HD"

Package Name Action Size

Leitieiel i v AnyConnect VPN Install 61.6 MB

License AMP Enabler

Destination Select Diagnostics and Reporting Tool
Secure Firewall Posture

ISE Posture

Network Visibility Module
Umbrella

@ Installation Type

Space Required: 61.6 MB Remaining: 116.58 GB

Installs the module that enables VPN capabilities.

T
CISCO

Go Back Continue

Click Install.

& Install Cisco Secure Client

Standard Install on “Macintosh HD"

et This will take 61.6 MB of space on your computer.

License Click Install to perform a standard installation of this software
Destination Select on the disk “Macintosh HD".

® |Installation Type

I
CISCO

Go Back Install

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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Enter your computer name and password.

, Installer
« Install Cisco Secure Clig A )
| Installer is trying to install new software.

Installing Cisco Secure Client Enter your password to allow this.

( L\q-jrnamt- j

Password

' Introduction

License

Destination Select Install Software

b el Preparing for installation.

@ Installation Cancel

]
CISCO

The installation is complete.

o0 & Install Cisco Secure Client &)

The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation

The installation was successful.

® Summary
The software was installed.

atfran]n,
CISCO

Close

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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Cisco Secure Client - Notification

Action Required

Cisco Secure Client - System Extension Blocked.

Your system requires you to enable the Cisco Secure Client -
System Extension to leverage the full extent of the client's
capabilities. Some functions will not operate correctly until this is
enabled.

Please allow the "Cisco Secure Client - Socket Filter" System
Extension in System Settings -> Privacy & Security pane. Please
also allow subsequent related prompts.

“Cisco Secure Client - Socket
Filter” Would Like to Filter
Network Content

All network activity on this Mac may be
filtered or monitored.

Don" A“m

Open System Settings

} & Securityu

Allow applicz
App Store¢
o App Storg

“Cisco Secure Client - Socket
Filter" Would Like to Filter
Network Content

~ Fileval
FileVau|
conten|

Turn On...

All network activity on this Mac may be
WARNING: Yoy filtered or monitored. © access your data.
A recovery key f you forget both
your password

FileVault is tur| Allow Don't Allow

Lockdown Mode Turn On...
Lockdown Mode is an extreme, optional protection that

should only be used if you believe you may be personally

targeted by a highly sophisticated cyberattack. Most people

are never targeted by attacks of this nature.

When Mac is in Lockdown Mode, it will not function as it
typically does. Applications, websites, and features will be
strictly limited for security, and some experiences will be
completely unavailable.

Learn more...

Others

[ Extensions

w Profiles

12 /35
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3. Configure VPN application program

After installation, you will find it in Launchpad.

Contacts

Find My

Videos

-

Mission Gontrol

TencentMeeting Google Chroma Cisco Secure Client Cisco Secur.../ient - DART  Cisco Secur...ocket Filter

Enter server address: vpn.cuhk.edu.cn (Outside Mainland China: vpnhk.cuhk.edu.cn)

Click Connect to establish a secure VPN connection.

® O ® CiscoSecure Client

AnyConnect VPN:

Ready to connect.

vpn.cuhk.edu.cn Connect

13 /35
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Input your CUHK(SZ) account and password. Click OK.

Cisco Secure Client

AnyConnect VPN:

Please enter your username (not including @cuhk.edu.cn
or @link.cuhk.edu.cn) and password

- "4

Cisco Secure Client | vpn.cuhk.edu.cn

Please enter your username (not including @cuhk.edu.cn or
@link.cuhk.edu.cn) and password

Group: CUHK(SZ)

Username: I I

Password:

N

Finish.

1 H ei!lnllin
® © ® CiscoSecure Client Gicec

AnyConnect VPN:

Connected to vpn.cuhk.edu.cn.

Disconnect

14 /35
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Ubuntu

1. Download VPN application program.

Open https://vpn.cuhk.edu.cn , and enter your CUHK(SZ) account and password to login. Then the
system can identify relevant client software to download. Or you can download it at this link:

https://cuhko365.sharepoint.com/sites/swcenter

Or https://vpnsoft.cuhk.edu.cn/ (Intranet Access Only)

m i

)l ]

Biowse User:huangweinas | Logout |
Initiata an AnyConnect client session to provid client applications on your desktop with network access through your VPN, depending on your

company’s VPN configuration and your own network access rights. For example, an AnyConnact session mioht ba necessary to use Microsoft Outlook or
Microsaft Outlaok Express to send or receive e-mai.

o) Home -

@) wo sooscaoms

The follawing instructiens deseribe how you can use your browser o get remote access to Microsoft Terminal Services running on computers in your
twork:

—':J Browss Networks

* How to Connect
+ Alvays Lop Outl
Requirements
To access remate services aver an AnyConnect client session, your system must have the follawing setup:

« Your VPN site must be in the ist of trusted sits, as described below. (Required for Windows 7 and Vista, highly recommended for al.)

« The dlient apglications must be installed locally on your system.
+ The cperating system must be Microscft Windows 7, Windows Vista, Windows XP SP1 or SP2, Windows 2000 SP4, Linux (RedHat Linux 8, Redhat
Enterpris Linux 3, SUSE Linux 10, Slackwars 11.0, or Fedora 4 or 6], or Mac 05 X 10.

Before you Connect - Add to Trusted Sites
Adding a security appliance to the list of trusted sites is required for Intemnet Explorer 7.0 or later on Windows 7 and Vista. We also recommend the
procedure for others to liminate certain security pop-up messages when you connect.
Internat Explorer on Vista has “Protected Hoda™ enabled by default, Adding tha security appliance to the trusted sites allows communications with the
security appliance, even though “Protected Mode” is enabled.
To add the security appliance ta the list of trusted sites:
1. Choose Tnteret Options. To do 50, use either of the following methods:
s Chaase Start > {Settings >} Control Panel > Tntemet Options
u Open Intemet Explorer and chaose Toals > Intemet Options.

2, Click the Security tab.
3. Click the Trusted sites icon, then dick the Sites button below,
! efix, type the host name or [P address of the security appliance in Trusted Sites windaw, To maximize connectivity,

= yourcampany.car

4. Using the http:// or bty
use a wildcard such as hi

5. Click Add.
5. Click OK.
7. Click 0K an the Security tab.
How to Connect
To connect using Clsco AnyConnect VEN Client:
1. Click the Start AnyConnect link. IF this link is not present in the AnyConnect window, yeur account is nat configured to wse this feature.
2. 1f a pop-up window directs you to a website to dawnload Sun Micrasystems Java Runtime Environment, you do nat have the correct versian of
the Java Runtime Enviranment installed on your system, If you sea the pap-up, dawnlad Sun Java version 1.4 or later.
3.1 a prompt ta accept a security certificate appears, determine whether it is from the ASA. If so, accept it.
4,10 an installation or upgrade notification appears, wait for the installation o¢ upgrade to finish,
5.1f & text message appears, dick Accept to continue.
6. An icon appears on the bottom toalbar, indicating the connection is established

m e

e

User:huangweihao | Logout |

# ) Home -

&) wen aposcanons cisco
=) rowse Metworks

g)mm

Download & Install

Download for Windows

@ Instructions

15 /35
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2. Install Cisco Secure Client.

Use the commands below to install AnyConnect.

vpn@thinkpad:~/Downloads$ Is

anyconnect-linux64-4.8.01090-core-vpn-webdeploy-k9.sh

vpn@thinkpad:~/Downloads$ sudo chmod 777 anyconnect-linux64-4.8.01090-core-vpn-webdeploy-
k9.sh

vpn@thinkpad:~/Downloads$ sudo ./anyconnect-linux64-4.8.01090-core-vpn-webdeploy-k9.sh
Installing Cisco AnyConnect Secure Mobility Client...

Extracting installation files to

/tmp/vpn.yjaXbP/vpninst640268574.tgz... Unarchiving installation files to

/tmp/vpn.yjaXbP...

Starting Cisco AnyConnect Secure Mobility Client Agent...

ore-vpn-webdepl
webdeploy-k9.sh

nyConnect Secure
llati files to ft

allati

AnyConnec

16 /35
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3. Configure VPN application program
After install AnyConnect successfully, then find the AnyConnect icon on the desktop, and start the

AnyConnect client. Enter the server address: vpn.cuhk.edu.cn and click Connect.

Cisco AnyConneckt Secure Mobility Client

& Connection l#~ Sktatistics @ About

stloenfe
CISCO

Conneckt to: [vpn.rt_lhk.edu.fnl

Ready to connect.

Enter your username and password, then click Connect.

Cisco AnyConnect Secure Mobility Client

& Connection I~ sStartistics (O About

stfoecn)r.
CISCO

Conneck bo: wvpn.cuhk.edu.cn

Group: CUHK(S5Z)

Username: II

Password:

| cennect |

Please enter yvour username and password.

17 /35
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Finish.

Cisco AnyConneckt Secure Mobility Client

& Connection | | Statistics @ About

oo,
CISCO

Connect to: {:}|

Group:
Username:

Password:

| ¥a Disconnect

Connected to vpn.cuhk.edu.cn.

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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When the VPN connection is established, it’s not allowed more than one user to log in locally or

remotely. You may see the following error occurs.

Cisco anyConnect Secure Mobilicy Client

AnyConnect profile settings mandate a single local
user, but multiple local users are currently logged into
your computer. A VPN connection will not be

established.

When you don’t use VPN, you can open Terminal, use the commands below: sudo

/opt/cisco/vpn/bin/vpn_uninstall.sh to uninstall AnyConnect.

19 /35
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Android

1. Download VPN application program.

Download Link: https://cuhko365.sharepoint.com/sites/swcenter

Or https://vpnsoft.cuhk.edu.cn/ (Intranet Access Only)

(& vpnsoft.cuhk.edu.cn ) @
macOS

File Name |

macOS 13 Ventura/macOS 12 Monterey/macOS 1°
cisco-secure-client-macos-5.0.02075-predeploy-I
anyconnect-macos-4.10.07061-predeploy-k%.dm

anyconnect-macos-4.9.04043-core-vpn-webdepl

Linux
File Name |

Ubuntu22.04 and 20.04/Red Hat 9.x and 8.x
cisco-secure-client-linux64-5.0.02075-predeploy-
anyconnect-linuxé64-4.10.07061-predeploy-k9 tar.

anyconnect-linuxé4-4.8.01090-core-vpn-webdep

Android

File Name {
Android
Cisco Secure Client-AnyConnect_5.0.02078_apkco

Cisco Secur...o.com.apk
— 43.74MB

DOWNLOAD X

20 /35
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2. Install Cisco Secure Client.

Cisco Secure Client
Installation source: Browser

o Installation successful

FIND MORE APPS
DONE

OPEN

21 /35
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3. Configure VPN application program

22 /35
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Open the AnyConnect App Click Connection.

Cisco Secure Client

AnyConnect VPN .

Disconnected

Connections
No connection

Details
VPN Statistics

23 /35
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Add New VPN Connection .

¢ Connection Selector

There seems to be nothing here

Add a connection

Information Technology Services Office Hotline: 842 73333 E-mail: isupport@cuhk.edu.cn
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Server Address: vpn.cuhk.edu.cn Outside Mainland China: vpnhk.cuhk.edu.cn. Click Done.

< Connection Editor < Connection Editor
= — Description
Description ‘ CUHK(SZ)

L

Not Set (Optional)

Server Address
[ vpn.cuhk.edu.cn

Not Set Advanced Preferences
Change advanced certificate and protocol settings

Server Address

Advanced Preferences
Change advanced certificate and protocol settings

D D D D

25 /35
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Turn-On AnyConnect VPN.

& Cisco Secure Client :

AnyConnect VPN .

Disconnected

Connections
CUHK(SZ)

Details
VPN Statistics

26 /35
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Enter your CUHK(SZ) account and password. Click Connect.

Cisco Secure Client

Please enter your username

(not including @cuhk.edu.cn or
@link.cuhk.edu.cn) and password
Group:

CUHK(SZ)

— Username:

Password:

D Show password

Cancel Connect

27 /35
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Finish.

6 Cisco Secure Client :

a AnyConnect VPN .

Connected

Connections
CUHK(SZ)
Details

VPN Statistics

28 /35
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10S

1. Download VPN application program and Install Cisco Secure Client

Download the AnyConnect from App Store and install.

), cisco secure client €© Cancel

AnyConnect
Cisco Secure Client Get
% % % 17 7r 3958 [ cisco (#27) &
Anyconnect - Networ...
@ Network Speed Too GEt
% % % % % 900 @ Aras Bulut LA
Py - o-.
Dree Lk
& 0
O £ - o
[ B 4]
s o
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2. Configure VPN application program
Open the AnyConnect App Click Connections.

Cisco Secure Client

@ PRIMARY VIRTUAL PRIVATE NETWORK
AnyConnect VPN
Connections No Connections
Details Disconnected
e
CISCO
Home Settings Diagnostics About
Add New VPN Connection.
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< Back VPN Connections

Add VPN Connection...

A 1 o+ 0

Home Settings Diagnostics About

Server Address: vpn.cuhk.edu.cn Outside Mainland China: vpnhk.cuhk.edu.cn. Click Done and Save.
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Ty

A

Cancel Add VPN Connection... Save

Description CUHK(SZ)

Server Address vpn.cuhk.edu.cn

Certificate Automatic
App Rules

Connect On Demand

TUNNEL PROTOCOL

qgwe r r t vy ui op

a s df g h j k |

& Z X ¢ Vb nm &

Allow "AnyConnect" to Add VPN Configurations.
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.
[ TSP
[ 1 )

Enter iPhone Passcode
Add VPN Configurations

0 o0 0o 0 O O

1 o 4o

i ABC DEF
“AnyConnect"” Would Like to : :
Add VPN Configurations
All network activity on this iPhone may o _
be filtered or monitored when using 4 5 : : 6 :
GHI JKL MNO

VPN.

Allow Don’t Allow 7 8 8 9
X TUV WXYZ

J

Cancel

< Back VPN Connections

CUHK(SZ) ®

Enabled

Add VPN Connection...

A 3 0

Home Settings Diagnostics About

Turn-On AnyConnect VPN.
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Cisco Secure Client

@ PRIMARY VIRTUAL PRIVATE Nadedomd

AnyConnect VPN

Connections CUHK(SZ)

Details Disconnected

I
CIsCO

A

Home

Enter your CUHK(SZ) account and password. Click Next.
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r -

Cancel Authentication Connect

Cisco Secure Client

Please enter your username (not including

@cuhk.edu.cn or @link.cuhk.edu.cn) and passwo... @ PRIMARY VIRTUAL PRIVATE NE RAQRL,
Group: CUHK(SZ) AnyConnect VPN ()
Username: | Connections CUHK(SZ)
Password: Details Connected

? Passwords

(S W W W N ) W U —

&£ z X ¢c Vb nm & cisco
2123 @ O space next ﬁ a H o
N Home Settings Diagnostics About
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