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Procedure for Windows 11

1. Move the mouse cursor to the lower right corner of the

screen and click to display Wi-Fi options.
. D%}

)
AYd

Wi-Fi Not connected Airplane mode |
D3 Q- >
Battery saver Night light Accessibility

A & INg B o

2. Click to select eduroam and click to connect. 3

& WiFi a

CUHK(SZ)
Connected

D)

eduroam
Action needed

&)

.)))

CUHK(SZ)-GUEST

“a EikHo

- TLhddanm Rakaael.

More Wi-Fi settings
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3. Type in your CUHK(SZ) Account in the format

. == Windows Security X
of Account@cuhk.edu.cn in the User name field.
Sign in
Type in your CUHK(SZ) Password in
Jser name
the Password field. i
Password
Click OK to login.
Domain:
= CUHK(SZ)-GUEST r
4. Finish.
g
& WiFi (@)
4',.:3 eduroam ®
Connected, secured
Disconnect
= CUHK(S2)
78 P
= CUHK(SZ)-GUEST
More Wi-Fi settings
-
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Procedure for Windows 10

1. In Window 10

e Click Windows Start E

5%  NETWORK & INTERNET

Find a setting bel

Wi-Fi
Airplane mode
e Click Settings. s i =
e Click Network and Internet. 7z
VPN
e Select WiFi on the left pane.
p Bl eduroam
b SeleCt eduroam and |:| Connect automatically
click Connect. Fthemet
Iz
2. In the “Sign in” window,
Signin

e Type in your CUHK(SZ)
Account in the format

of Account@cuhk.edu.cn in

the User name field.
e Type in your CUHK(SZ)

Password in the Password field.

e Click OK to logon.

User name

Password

Domain:

3. For first time login, you may see
message below. Click Connect to

continue.

@ NETWORK & INTERNET
Wi-Fi

Airplane mode

Data usage

VPN

Dial-up

Ethernet

Proxy

Find a setting

eduroam

Continue connecting?

If you expect to find eduroam in this location, go ahead
and connect. Otherwise, it may be a different network with
the same name.

Show certificate details

Universities WiFi
(7

P
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4.You are currently connected to
eduroam.

E:QJ:E NETWORK & INTERNET
Wi-Fi

Airplane mode

Data usage

VPN

Dial-up

Ethernet

Proxy

Find a setting

Wi-Fi

@ on
eduroam

Connected

BB
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Procedure for Windows 7

1. Click the Wi-Fi icon on the
system tray.

Click Open Network and
Sharing Center on the list.

Mot connected

I:dﬂ Connections are available

FEMEEE ~

M

CUHK(SZ)-GUEST

CUHK(SZ) o
eduroam ﬂ!ﬂ
HH M

Other Metwork

=)

Open Metwork and Sharing Center

2. In the Network and Sharing

yw|E& + Control Panel » All Control Panel liems » Network and Sharing Center
e S o —— S

Search Cantrol Panel

Center click Manage wireless -
Control Panel Home
networks. |
Change adapter settings
Change advanced sharing
settings
¥
e
%
W@
-
-
HomeGroup
Internet Opticns
Windows Firewall

View your active networks

View your basic network information and set up connections

e ® @ See full map
LENOVO-PC Intemet
(This computer}

Connect to a network
You are currently not connected 1o any networks.

Change your networking settings

Set up a new connection or netwark

Setup a wireless, broadband, dial-up, ad hoc, er VPN connection; of set up @ router or access point

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

-
@

network profile.

360WiFi-C850
L
= HP-PC_Network
-
= Bos28Agt
&

ONLY Lydia

P,

larry

fl

This creates a new network profile or locates an existing network and saves
a profile for the network on your computer. You nieed to know the network
name (SSID} and security key (if applicable)

Create an ad hoc network
This creates a temparary network for sharing files or an Internet connection

Cancel

11 items

.IIFM

ally connect

3. In the Manage Wireless 4 4 ==
K . )% » Control Panel » Networkand Intemet b Manage Wireless Networks w| 49 || Search Manage Wireless Netw.. ©
b - -
Network window, click Add. e
Manage wireless networks that uy. — . —
1) ' Manually connect to a wireless network
Windows tries ta connect to these networks
. How do you want to add a network?
Click Manually create a Add_ Adapterpropertes _ Prfle types @
NEE" view, mod¥y, snd reorder (L) WGN Manually create a network profile =
——TEOWiFi- 284F -

Information Technology Services Office, ITSO Hotline: 842 73333 Email: isupport@cuhk.edu.cn

6/ 18



mailto:isupport@cuhk.edu.cn

&P LK E R
The Chinese University of Hong Kong, Shenzhen

4. In the Network Profile

. = = =
window, please enter the follow: @ o1 Dosnrely e e s a e
Network name: Eduroam Enter information for the wireless network you want to add
| Metwork name: eduroam |

Security type: WPA2- _

. | Security type: ’WPAZ-Enterprise '] |
Enterprise.

Encryption type: ’AES v]

Encryption type: AES Security Key: Hide characters

Start this connection automatically
Then CliCk NeXt. [7] Connect even if the network is not broadeasting

Warning: If you select this option, your computer's privacy might be at risk.

5. Click Change connection e O e A
1 @U' L » Control Panel » Network and Interet »Manage Wireless Networks —
settings. i

Manage wire [ ) W Manually connect 10 & wireless network

Windows tries to
Successfully added CUHKSZ-dot1x
Add  Adapter prog l 0

Networks you can vies
-, CUHKSZ-dot 2 Change connection settings tomatically connect |
&l Open the connection properties so that [ can change the settings. ‘

|

360WiFi-284H

360WiFi-Ca5l

Bos2BAgt

Si
5-
5' HP-C_Netwd
5,-

=, ONLY Lydia tomatically ne
A | o | -
12 item
at!

@
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6. Click the Security tab.
Security type: WPA2-Enterprise
Choose a network
authentication method:

Protected EAP (PEAP)

Click Settings.

CUHKSZ-dot1x Wireless Network Properties -

|Cnnnedinn: Sequrity |

Security type: | [wPa2-Enterprise ~| |

Encryption type: lfﬁES VJ

Thoose a network authentication method:

[Microsoft: Protected EAP (PFEAP) v ||  Sattings

¥
~ time I'm logged on

Advanced settings

7. In the Protected EAP
Properties window,

Un-Check Validate server
certificate.

Select Authentication Method:
Secured password (EAP-
MSCHAP V2)

Click Configure... to open the
EAP MSCHAP v2 Properties

window.

When connecting:

[T validate server certificate

Connect to these servers:

[ -
[] saltimare CyberTrust Root =]
|| class 3 Public Primary Certification Authority i
|| pigicert Assured ID Roat CA

[] pigicert Global Root CA

|| pigiCert High Assurance EV Root CA

| Entrust.net Certification Authority (2048)

(T S —aatom

4 n L]

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

{Secured password (EAP-MSCHAP v2) = L Configure...

[/|Enable Fast Reconnect

[ _|I’:'nfnrt9 Network Access Protaction

Ej Disconnect if server does not present cryptobinding TLV
[ Enable identity Privacy

Additional information is needed to connect CUHKSZ

Click to provide additional information.
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8. In the EAP MSCHAPvV2
Properties window,

Un-check Automatically use my
Windows logon name and
password (and domain if any).

Click OK to go back to windows
of step 6.

'EAP MSCHAPy2 Properties

@ = 4w » Control Panel » Netwol

When

.

CUHKSZ-dotlx Wireless Network.

password (and domin f

Astomatically use my Windows lagon nsme and
= ang)

[Comecten) Secury

Cancel

J

Security type: [wPsa-Enterprise m—
N Encryption type AES o
il
| croose s networt suhenscaton metsos:
i | [Moosen: Frotected A7 (FEAR) ][ semngs

|| Remember my credentials for this connection each
time Im lagged on

i s e e
] 704 e o]

[ "] Balumore CyberTrust Root

|| Class 3 Fublic Primary Certification Autharity
|| DigiCert Assured ID Root CA

|| pigicert Global Root CA

|| DigiCert High Assurance EV Roat CA

|| Entrust.net Certification Autharity (2048)

n L]

e ——

[ Advanced settings

Select Authentication Method:

| secured passward (EAP-MSCHAR v2)

er o authorize new servers or rusted
cervfication authorities.

'I Configure.,,
e !

| I
‘ 5 :

I [oe J[ comal |

[#] Enable Fast Reconnect

|Enforee Network Access Protection
| Disconnect if server does not present cryptobinding TLV
|Enable Identity Frivacy

[ o

T o5 Tpless Netw.. ©
vy iR

9. Click Advanced settings.

Check the box Specify
authentication mode and choose
User authentication.

Click OK to close all the pop up

windows.

— W

Advanced settings

CUHKSZ-dot1x Wireless Network Properties XS L

i 802.1% semngsl 802.11 settings

Connediion| Security |

Security type: [wea2-Enterprise -

Encryption type: [AES v}

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) *|| sattings

[¥| Remember my credentials for this connection each
time I'm logged on

Advanced settings

|
:
:
:
:
!
|

| ‘ [¥] specify authentication mode: |

User authentication -
| User or computer authentication
JUser authentication

uest authenticabion
| DEﬂable single sign on for this network

@) Perform immediately before user logon
Perform immediately after user logon
Blay (sacona: 10

Allow additionz| dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Save credentials
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10 Cth the Wi-Fi iCOIl on the Mot connected *3
SYStem tray I:[[[l.] Connections are available
. ToEEREEE ~
You should see the available
. . . CUHK(SZ)-GUEST
wireless networks in the list. Al
CUHK(SZ) o
. | eduroam 1.]““
Choose Eduroam and then click
HH
Connect. M
Other Metwork M |

Open Network and Sharing Center

11. In the Network

. . . o(f N o 2idscom 53 — ) 0 - & & voure not connected.. * | S
Authentication window, enter ~
your ID and password.

/
Click OK You're not connected to a
Ic .
network
Windows Security [ ) ¥ Connect to a Network a X |
« Check{| Network Authentication Additional logon information is required
Please enter user credentials
+ Verify
. Make M \?‘  Enter/select additional logon information
Password |
« See if
+ Restart] [ oc | concer —

12. Finish.

cuhkedu.cn G | B FBrsr 2R

FHE P LRKE R

The Chinese University of Hong Kong , ShenZhen

= Eivy o - WEAR
ZEZR
FHEAF SR NI , EEETos. B8 * TlkiEE
R, FTRD. RS EN RS R

BETMAA | LUSIHSHER , (B =X, £
HE, DEMFOLE  SAks | EEAR.

MORE »

Nooa [ al
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Procedure for Mac

1. In the apple menu, select System Preferences.

Not Connected

@ Bluetooth PAN 9

Thund...It Bridge ~
Not Connected N

~
£ Click the lock to make changes.

i

=] > Systemn Praferences (=3
2. In the System Preferences, under the Internet ! ! m E e @
. . General Deskiop & D Missi L Securit Spotligh Matificati
& Network section, click Network. UL somngaver | Gonbel  aPegon  Apmamy o
N o, G - \
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
s @ o @ 0 =
iCloud Internat Extensions Metwork Bluetooth Sharing
Accounts
2 B
n® @ ¢ ¢ a © @
Users & Parental HApp Store Dictation  Date & Time Startup Time Accessibility
Groupa Controlz & Spaach Diak Machine
ST
Flash Player ~ NTFS for
Mac OS5 X
3. On the next screen, select Turn Wi-Fi On, ® < Network Q
unlock the interface if locked, and click on Locatian: | Automatic [
Advanced. eisEEne ¢ s on
@ Thund...Ethernet
Not Connected
o Thund...FireWire Network Name: | Wi-Fi: Off P
® —_—

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

Show Wi-Fi status in menu bar

[ ]

Assist me...
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4. Click on the + button to add a new network.

Network

= Wi

DNS  WINS 802.1X Proxies Hardware

TCP/IP

Preferred Networks:

Network Name Security

Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off
Wi-Fi Address: 28:cf:e9:21:1¢:59

Cancel OK

5. Select Show Networks.

= WikFi

Network

P Add a Wi-Fi network profile.

— Enter the name and security typa of the profile you want to
L J add.

Pri Network Name: |
L | Security:

? Show Networks

None

Cancel

+ Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:
Create compuiter-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cf.e9:21:1c:59

Cancel OK

6. Select eduroam from the available wireless

networks and click Join.

Network

Add a Wi-Fi network profile.

Choose the Wi-Fi network you want to add from the list
below.

4))]/ w

Pri

Ni
eduroam =

)

)

D | sl
.;)) .,))

DD

) 9) 1) 9)

A{ S —
? Cancl
Regquire administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cf:e9:21:1¢:59

Cancel OK
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7. Type in your CUHK(SZ) Account in the format
of Account@cuhk.edu.cn in the User name field.

Type in your CUHK(SZ) Password in
the Password field.

Select Automatic for 802.1X Configuration.

Click OK.

Metwark

Add a Wi-Fi netwaork profile.

Enter the name and securty type of the prafile you want te
add.

P
e
[ ]
P Metwork Mama:
" Security:
Mode:

edurcam
WEAZ Erterprise al
Automatic E
Username: CUHK(SZ) Account
Password:  sessssssass|
Show password
|

? Show Netwarks Cancel

Regquime zearmr
Create computer-te-computer netwerks
Change netwaorks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cfe8:21:10:50

TRIEF IR IR

Cancel OK

8. Click OK.

Network

’ )))

|

B02.1X  Proxies  Hardware

ToPHP
Preferrad Metworks:
Metwaork Marme
eduraarm

DNS  WINS

Seaurity
WPAZ Enterprise

+ Drag networks inte the order you prafar,
Remember natworks this computer has joined

Bequire administrater authorization te:

Craate computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cfe9:21:16:59

9. You may then get a box stating "The server
certificate is not trusted because there are explicit
trust settings". Click Continue.

Verify Certificate

802.1X Authentication

The server certificate is not trusted because there are no explicit trust
settings.

(" Cancel \

Show Certificate
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10. Your computer should now connect to the
eduroam wireless network.

® Thund... It Bridge &

Mot Connected

[ ] < Metwork
Lecation:  Automatic
—_—
. = Status:
® LIJSB_ Ethernet
Mot Connected
Thund...Ethernat c
» Mot Connactad N Network Name:
® Thund... FirgWire
ot Gonnacted
o Buatoon AN @)
BO2.1%:

Connected

0

Turn Wi-Fi Off

Wi-Fi is connected to eduroam and has the
IP ddress 175.159.189.176.

edurgam

Ask to join new networks

Krawn

B
-

If

will be jainesd

no known retworks ane available, you will have
to manually salact & netwark,

Default

Authenticated via PEAR (MSCHAPyZ)

Connect Tirme: 00:00:33

Show Wi-Fi status in menu bar

+ =l

Eﬂ Click the lock to prevent further changes.

Assist me...

Disconnect

Advanced... 7

Revert

Apply

11. Click Wi-Fi icon at the top and select

eduroam.

A warning message about certificate is a not-
trusted certificate may be displayed.

Click Continue button to bypass the warning
message.

You should now be connected to the eduroam
wireless network.

Turn Wi-Fi Off

v eduroam

Join Other Network...

Create Network.

Open Network Preferences...
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Procedure for iPhone and iPad

1. From the screen, select Settings > Wi-Fi.
Then click to ON Wi-Fi function.

2. Then choose Universities Wi-Fi

SSID: eduroam

ull PEEE 56 09:32 @ 93% =

< Settings WLAN Edit

WLAN C

CUHK(SZ) =@
CUHK(SZ)-GUEST = @)
eduroam 8 =0
Projector a =0
Other...

Apps Using WLAN & Cellular

3. Type in your CUHK(SZ) Account in the format of
Account@cuhk.edu.cn in the Username field.
Type in your CUHK(SZ) Password in the Password field.

Click Join.

ull PEEGE 56

Enter the password for “eduroam”

Cancel Enter Password
Username |
Password
WPA/WPA?2 (TKIP) is not considered secure

f this is your WLAN network, configure the router
to use WPA2 (AES) or WPA3 security type

? Passwords
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4. Click Trust.

@ 92% .

ull PEEGE 56

NOTE: If you click the Trust, you may not be able to

Cancel Certificate

connect the network, please connect the eduroam again
and enter your username and password.

wireless.cuhk.edu.cn
ssued by TrustAsia TLS RSA CA

Not Trusted

Expires 2024/9/26, 07:59:59

More Details
5. Finish. wll HEEE 7 09:41 @ 91% @m)
< Settings WLAN Edit

eduroam
Weak Security

WLAN O
a=0Q

MY NETWORKS

CUHK(S2)

D))
©

PUBLIC NETWORKS

CUHK(SZ)-GUEST

D)]
©

OTHER NETWORKS

ERRAC &

D))
©

Other...

Apps Using WLAN & Cellular
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Procedure for Android

1. From the screen, select Settings > Wi-Fi. 17:04
Then click to ON Wi-Fi function. < WLAN

1.EKSs AP el 4G O 82%

WLAN [
2. Then choose Universities Wi-Fi

SSID: eduroam

CUHKI(SZ) =

CUHKI(SZ)-GUEST

eduroam

HH

Add netwark

Advanced settings

3.Choose “PEAP” in the field of EAP method

Choose “MSCHAPV2” in the field of Phase-2
Eduroam
authentication

PEAP
There is no need to configure the CA certificate and User

certificate PHASE 2 AUTHENTICATION

MSCHAPV2

4. Enter your Identity: Account@cuhk.edu.cn and
Password.

Click Connect.

(unspecified)

Identity

I

Anonymous identity

Password

Cancel
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5.Finish.

17:07 17.2Kis T il G 81%
< WLAN
WLAN @
ecutoa @ =
AILABLE M R
CUHK(SZ) =
CUHK(SZ)-GUEST g =
Secured with WPAZ
HHO @ =
Add network
Q =

Scan

WLAN Direct
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